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This Appendix lists every third party that receives Student Data when a School uses REX, as described in Section 14 of the Policy. Each provider receives only the data needed for its service and, before receiving Student Data, must agree in writing to restrictions that protect it. No provider may use Student Data to train its own AI models, for advertising, or for any purpose other than providing its service to REX.
1. Providers that support every REX deployment
	Provider
	What it does for REX
	Student Data it receives
	When it is used

	Anthropic, PBC (Claude AI)
	AI model processing: REX conversations, problem generation, and safety checks.
	Message and answer text. Email addresses, phone numbers, and Social Security numbers are removed before text is sent.
	Always (required).

	Railway
	Hosts the REX application.
	All Student Data that REX processes.
	Always (required).

	Railway
	Hosts the REX database, including backups.
	All stored Student Data.
	Always (required).

	Amazon Web Services, Inc. (Amazon SES)
	Sends safety-alert and account email.
	Recipient email addresses. Safety-alert detail about a student goes only to the responsible teacher; administrators receive a content-free notice.
	Optional; on when the School uses email alerts.

	Functional Software, Inc. (Sentry)
	Error monitoring.
	Application error reports, with personal data collection turned off and an extra scrub before sending.
	Optional; off by default.



2. Integrations a School chooses to turn on
These services are off unless a School administrator enables them. They are usually the School’s own vendors, used under the School’s agreements with them; they are listed here so a School can see every place Student Data may flow.
	Provider
	What it does for REX
	Student Data it receives
	When it is used

	Roster services (OneRoster, Clever)
	Import class rosters.
	Roster data the School sends.
	Only if a School administrator enables it.

	Learning management systems (LTI 1.3, e.g. Canvas)
	Sign students in from the LMS and pass grades back.
	Sign-in identifiers and grades.
	Only if a School administrator enables it.

	Google Classroom
	Sync rosters.
	Roster data.
	Only if a School administrator enables it.

	Single sign-on (Google, Microsoft, Clever)
	Verify identity at login.
	Sign-in identifiers.
	Only if a School administrator enables it.



3. Data flows that do not involve a UM Foundation subprocessor
1. Optional audio mode. Audio mode is off unless a teacher turns it on, and a School may direct its teachers to keep it off. When it is on, the student’s web browser converts spoken answers to text, and REX receives only the text. The browser’s maker (for example, Google for Chrome) may process the audio under its own terms.
1. Sign-in state suggestion. The sign-in page uses a database bundled inside REX (DB-IP City Lite, CC BY 4.0) to suggest a U.S. state from the visitor’s network address. The address is not stored and is not sent to any outside service.
1. REX does not offer students a way to upload photographs, video, or audio files.
4. How Schools are notified of changes
1. Before a new subprocessor begins receiving Student Data, UM Foundation will give each School advance written notice, within the period set out in its School Agreement, by email to the School’s designated contact, and will update this Appendix.
1. A School may object to a new subprocessor on reasonable privacy or security grounds. UM Foundation will work with the School in good faith to resolve the objection. If it cannot be resolved, the School may stop using the affected service, or end its agreement, without penalty.
1. Earlier versions of this Appendix are available from UM Foundation on request.
5. Contact
UM Foundation, Attention: Privacy / REX Student Data Privacy, 181 N. Saltair Avenue, Los Angeles, CA 90049. Email: customerservice@theumf.org.
