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UM FOUNDATION / REX
PRIVACY POLICY AND STUDENT DATA PRIVACY ADDENDUM

	Plain-English Commitment: REX is a school-authorized AI-led instructional platform. The school or district controls student data. UM Foundation/REX does not sell student data, does not use student data for targeted advertising, does not build non-educational student profiles, and never uses identifiable student data to train or fine-tune any AI model, including REX’s own, with no exception for school authorization. REX uses only properly de-identified or aggregated information to evaluate and improve REX.


1. Who We Are and What This Policy Covers
UM Foundation (“UM Foundation,” “we,” “us,” or “our”) provides REX, an AI-led instructional platform designed to support schools, teachers, and students through individualized mastery learning, teacher-facing progress visibility, and school-authorized instructional support (“REX” or the “Service”).  Please see Section 25 for other defined terms used in this Policy.
This Privacy Policy and Student Data Privacy Addendum (the “Policy”) explains how UM Foundation collects, uses, maintains, protects, discloses, deletes, and otherwise processes personal information and Student Data in connection with REX. This Policy applies when REX is used by a school, school district, charter school, private school, microschool, educational organization, teacher, administrator, student, parent/guardian, or other authorized user.
Where REX is used under a written agreement with a School, the written agreement, any applicable data processing agreement, and applicable state student privacy addendum will control if they provide stronger protections than this Policy.
2. Our Role as a School Service Provider
UM Foundation provides REX as a school service provider. When a School authorizes REX for student use, UM Foundation acts as a limited-service provider to the School and processes Student Data only to provide, support, secure, evaluate, and improve REX for school-authorized educational purposes.
The School remains responsible for determining whether and how REX is used with its students, for providing required notices, and for obtaining any consents or approvals required by applicable law or school policy. UM Foundation does not claim ownership of Student Data provided by, received from, or generated through a school’s use of REX.
3. Student Data Ownership and School Control
For purposes of FERPA, COPPA, California student privacy laws, and similar state privacy laws, the School controls Student Data and education records processed through REX. UM Foundation uses Student Data only as directed or authorized by the School and only for educational purposes related to REX.
UM Foundation will not use, sell, rent, transfer, disclose, data mine, or otherwise make Student Data available for UM Foundation’s own unrelated commercial purposes or for the benefit of any third party, except as described in this Policy, authorized by the School, permitted by law, or necessary to provide and secure REX.
4. FERPA, COPPA, and California Student Privacy Commitments
4.1 FERPA
REX is designed to support school use consistent with the Family Educational Rights and Privacy Act (“FERPA”). Where UM Foundation receives personal information from education records, UM Foundation acts as a “School Official” under FERPA under the school’s or district’s direction and control with respect to the use and maintenance of that information. UM Foundation uses such information only for school-authorized educational purposes and does not redisclose it except as permitted by law, by the applicable agreement, or at the written direction of the School.
4.2 COPPA
REX is designed to support school use consistent with the Children’s Online Privacy Protection Act (“COPPA”). For students under age 13, where REX is used by a school for educational purposes, UM Foundation relies on the school’s authorization and consent as permitted by COPPA. UM Foundation uses information collected from children under 13 only for school-authorized educational purposes and not for unrelated commercial purposes. UM Foundation does not ask children to consent, and a child’s use of REX is not consent.
4.3 California Student Privacy Laws
REX is designed to support school use consistent with California student privacy requirements, including the California Student Online Personal Information Protection Act and California Education Code section 49073.1, where applicable. UM Foundation will not sell Student Data, use Student Data for targeted advertising, use Student Data to create non-educational profiles, or retain Student Data after completion of the applicable service period except as permitted by law, the school agreement, or a school’s written instruction.
5. Consent and School Authorization
When a School is the subscriber, pilot partner, or authorized user of REX, the School authorizes its students’ use of REX for educational purposes and accepts this Policy for that use. Students do not agree to this Policy or consent to data collection themselves, and a student’s use of REX is not contractual acceptance or privacy consent. UM Foundation remains responsible for its own obligations under applicable law. The School is responsible for obtaining any consents, notices, approvals, or authorizations required to permit UM Foundation to process Student Data for REX.
Parents and eligible students should direct questions about student education records, access rights, correction rights, or school consent to the applicable School. UM Foundation will reasonably cooperate with the School in responding to such requests.
6. Information We May Collect
UM Foundation limits its collection of personal information and Student Data to what is reasonably necessary to provide, support, secure, evaluate, and improve REX for educational purposes. Depending on the implementation and the data provided by the School, REX may collect or process the following categories of information:
School and district information, such as school name, district name, classroom, grade level, course, teacher, administrator, implementation contact, and school configuration details.
Teacher and administrator information, such as name, school email address, role, login credentials or account identifiers, classroom assignments, settings, support requests, and product feedback.
Student account information, such as student name, student identifier, username, classroom, teacher, grade level, course placement, and other information provided by the School for rostering or account setup.
Instructional and schoolwork information, such as student responses, math work, practice attempts, assignments, prompts, uploaded or entered work, AI-generated instructional feedback, mastery progress, assessment or practice results, streaks, completion records, and teacher notes or comments. REX does not ask or invite students to submit photographs, video, or audio files and does not offer students a way to upload them. If a teacher turns on REX’s optional audio mode for a class, the student’s browser converts spoken answers to text, and REX receives only the text. Audio mode is off unless a teacher turns it on, and a School may direct its teachers to keep it off.
Usage and technical information, such as login events, session activity, feature use, device type, browser type, operating system, IP address, timestamps, error logs, and diagnostic information used to maintain security and functionality.
Support and communications information, such as emails, tickets, feedback forms, implementation notes, and communications with teachers, administrators, or school technology staff.
UM Foundation does not seek to collect sensitive demographic information, parent/guardian information, audio, video, biometric data, geolocation, health information, or special education/disability information unless the School determines that such information is necessary for a specific authorized implementation and provides it to REX under appropriate contractual and legal safeguards.
7. How We Collect Information
UM Foundation may collect information directly from Schools, from authorized teachers or administrators, from students during their use of REX, from integrations or rostering files authorized by the School, from REX platform activity, and from service providers that support REX. REX may also collect limited technical information automatically through cookies, logs, or similar technologies to authenticate users, maintain sessions, diagnose issues, secure the platform, and understand how REX is used for educational and operational purposes.
8. Cookies and Similar Technologies
REX may use cookies, local storage, log files, persistent identifiers, and similar technologies for authentication, security, session management, product functionality, diagnostics, analytics, and platform improvement. Information collected through these technologies may be processed on UM Foundation’s behalf by the service providers listed in Appendix A, such as our hosting, error-monitoring, and AI model providers. For students, this processing is authorized by the School and does not depend on any consent by the student.  These technologies are not used to serve targeted advertising to students. If a browser disables cookies, some REX features may not function properly.
REX does not respond to browser “Do Not Track” signals because there is not yet a uniform industry standard for such signals. REX does not use Student Data for targeted advertising regardless of the browser setting.
9. How We Use Information
UM Foundation uses personal information and Student Data only for school-authorized educational, operational, security, support, and compliance purposes, including to:
Provide REX to schools, districts, teachers, administrators, and students;
Create and manage user accounts, classrooms, rosters, and access permissions;
Deliver AI-led instructional support, adaptive practice, feedback, and mastery-learning experiences;
Allow teachers and administrators to monitor student progress, review student work, identify mastery gaps, and support instruction;
Generate classroom, student, school, or district reports as authorized by the School;
Troubleshoot issues, provide customer support, and maintain platform reliability;
Improve REX’s educational functionality, usability, accessibility, safety, security, and performance;
Evaluate pilot effectiveness, learning outcomes, implementation quality, and product fit;
Protect the security and integrity of REX and prevent fraud, misuse, unauthorized access, or illegal activity; and
Comply with legal obligations, legal process, law enforcement requests, school agreements, audits, security requirements, exercise or defend legals, and enforcement of applicable terms.
10. Prohibited Uses of Student Data
UM Foundation will not:
Sell Student Data;
Rent Student Data;
Use Student Data for targeted advertising;
Use Student Data to create non-educational profiles;
Use Student Data for unrelated commercial purposes;
Disclose Student Data to third parties except as described in this Policy, authorized by the School, required by law, or necessary to provide and secure REX;
Knowingly collect more Student Data than is reasonably necessary to provide REX; or
Use identifiable Student Data to train or fine-tune any AI model, whether REX-specific, personalized, generalized, or third-party. No School authorization or other consent creates an exception.
11. AI Services and Student Data
REX uses artificial intelligence to provide instructional feedback, adaptive practice, individualized learning support, and teacher-facing insights. AI outputs are intended to support instruction and teacher visibility; they should not be treated as the sole basis for high-stakes academic, disciplinary, placement, or eligibility decisions without appropriate educator review.
UM Foundation does not use identifiable Student Data to train or fine-tune any AI model, whether REX-specific, personalized, generalized, or third-party, and no School authorization or other consent creates an exception. Where REX uses third-party AI tools or model providers, those providers act as service providers or subprocessors to perform functions necessary for REX to operate as intended and are contractually prohibited from using Student Data to train their own models or for any purpose other than providing services to REX.
UM Foundation may use de-identified or aggregated information to evaluate, improve, and research REX, including AI safety, instructional quality, model performance, bias/error analysis, and educational efficacy, provided such information is not reasonably linkable to an identifiable student, teacher, school, or district. Before any such use, UM Foundation removes names, identifiers, and school information and applies technical, administrative, and contractual safeguards against re-identification.
12. De-Identified and Aggregated Information
UM Foundation may create, retain, use, and disclose de-identified or aggregated information for educational research, efficacy evaluation, product improvement, analytics, security, reporting, grant reporting, and public-interest educational purposes. 
UM Foundation will not attempt to re-identify de-identified information or permit any third party to do so, except to test UM Foundation’s own de-identification controls or as required by law.
13. How We Share Information
UM Foundation uses personal information and Student Data for internal REX purposes only, subject to the following limited disclosures:
To the School, including authorized teachers, administrators, technology staff, and other school officials;
To other Users if REX is being used for collaboration between students and teachers;
To parents or eligible students through the School, or as directed by the School;
To service providers and subprocessors that host, operate, secure, support, or improve REX, subject to written restrictions designed to protect Student Data;
To comply with applicable law, court order, subpoena, legal process, or governmental request;
To protect the safety, security, rights, or property of students, schools, UM Foundation, users, or others;
To investigate, prevent, or address fraud, security incidents, misuse, violations of applicable terms, or illegal activity;
As part of an organizational change, merger, restructuring, transfer, or similar transaction, provided the information remains subject to protections at least as protective as this Policy unless otherwise authorized by the School; and
With written authorization from the School or the parent or legal guardian of a student.
14. Service Providers and Subprocessors
UM Foundation may use trusted service providers and subprocessors to provide cloud hosting, database services, authentication, analytics, communications, customer support, security, AI model processing, and other infrastructure or operational support for REX. These providers may process Student Data only as necessary to provide services to UM Foundation and REX, and before receiving Student Data they must agree in writing to obligations that restrict their use of Student Data and protect its confidentiality, security, and integrity.
A current list of the service providers and subprocessors that receive Student Data is published as Appendix A to this Policy on www.theumf.org and is available from UM Foundation on request. UM Foundation will give each School advance written notice, as set out in its School Agreement, before a new subprocessor begins receiving Student Data. A School may object on reasonable privacy or security grounds, and if the objection cannot be resolved, the School may stop using the affected service without penalty. UM Foundation will not knowingly permit a service provider to use Student Data for targeted advertising, unrelated commercial profiling, or sale of Student Data.
15. Access, Correction, Export, and Parent Requests
Schools and districts control access to Student Data and education records. Teachers and administrators may access and update information through REX only as permitted by their role, account permissions, and School configuration.
Parents, guardians, and eligible students should contact their School to request access to, correction of, deletion of, or a copy of education records or Student Data. UM Foundation will reasonably cooperate with the School in responding to such requests, including by providing available exports, corrections, deletions, or other support as directed by the School and required by applicable law.
16. Retention, Return, Deletion, and Certification
UM Foundation retains identifiable Student Data only for as long as reasonably necessary to provide REX, support the School, maintain security, comply with legal or contractual obligations, resolve disputes, conduct authorized evaluations, or as otherwise directed by the School.
Data retention policy. We retain students’ personal information only as long as reasonably necessary for the purposes for which it was collected, and never indefinitely. When a School’s agreement ends or expires, UM Foundation begins returning or deleting that School’s identifiable Student Data automatically, without waiting for a written request. Deletion is completed (a) from active systems within the period stated in the School Agreement, and in no case later than sixty (60) days after the agreement ends or the School requests deletion; and (b) from backup copies within the period stated in the School Agreement, and in no case later than ninety (90) days. De-identified information is not subject to these timelines.
In addition, at any time upon written request from the School, UM Foundation will return, export, delete, or de-identify identifiable Student Data in its possession or control, subject to limited legal, security, audit, backup, archival, or contractual obligations. UM Foundation will give the School written confirmation when deletion from active systems is complete and a final written certification once backup copies have been deleted.
Backup copies may persist in secure backup systems only for the backup period stated above before being overwritten or deleted in the ordinary course of operations. During that period, backup data remains subject to this Policy and is not used for active processing except for disaster recovery, security, or compliance purposes.
17. Security Safeguards
UM Foundation maintains reasonable administrative, technical, and physical safeguards designed to protect personal information and Student Data from unauthorized access, disclosure, alteration, loss, destruction, misuse, or modification. These safeguards may include access controls, role-based permissions, limited employee access, secure transmission, secure storage, logging, monitoring, vendor controls, personnel training, and incident response procedures.
No system can guarantee absolute security, but UM Foundation is committed to protecting Student Data and strives to use reasonable efforts to continually improve its privacy and security practices.
18. Security Incident Response
If UM Foundation becomes aware of a security incident involving unauthorized access or use of Student Data, UM Foundation will take reasonable steps to investigate, contain, mitigate, and remediate the incident. UM Foundation will notify and cooperate with the affected School as required by applicable law and the applicable agreement, including supporting the School’s efforts to provide notices to affected parents, guardians, eligible students, regulators, or other parties as required. UM Foundation will notify the affected School’s designated contact without unreasonable delay and within the time required by applicable law and the School Agreement. The notice will describe what happened, the Student Data involved, the steps taken, and the UM Foundation contact for the incident. Security incidents may be reported to UM Foundation at customerservice@theumf.org.
19. Teacher and Administrator Data
UM Foundation may collect and process personal information about teachers, administrators, and school staff to create accounts, provide access, support implementation, respond to inquiries, communicate about REX, provide training and customer support, improve REX, and maintain security. Teacher and administrator data will not be sold or used for targeted advertising.
REX is not intended to function as a teacher evaluation system. UM Foundation will not use teacher interaction data or classroom implementation data for employment, disciplinary, or performance-review purposes unless expressly authorized by the School under a separate written agreement and permitted by applicable law.
20. Research, Evaluation, and Reporting
UM Foundation may work with schools, districts, researchers, evaluators, philanthropic partners, or academic institutions to evaluate REX’s educational impact, implementation quality, usability, safety, and efficacy. Identifiable Student Data will be used for research or evaluation only as authorized by the School, permitted by law, and subject to appropriate privacy, security, de-identification, data minimization, and institutional review requirements where applicable.
UM Foundation may publish or share reports using aggregated or de-identified information, provided the reports do not reasonably identify a student, teacher, parent, school, or district unless the School has provided written authorization.
21. Third-Party Links and External Services
REX may include links to external websites, resources, or services for educational or operational purposes. This Policy does not govern third-party websites or services that are not operated by UM Foundation, except for service providers or subprocessors processing Student Data on behalf of REX. Users should review the privacy practices of any external site or service.
22. International Users
REX is intended for use by schools and users located in the United States unless otherwise agreed in writing. Personal information and Student Data may be processed and stored in the United States, which may have less protections than jurisdictions outside the United States. If REX is used outside the United States, additional privacy terms may be required.
23. Changes to this Policy
UM Foundation may update this Policy from time to time to reflect changes in REX, legal requirements, technical architecture, service providers, or privacy and security practices. The “Last Updated” date will identify the most recent version. If UM Foundation makes material changes to how it treats Student Data, UM Foundation will provide notice to the School through email, the REX platform, contractual notice, or another reasonable method. Material changes that reduce protections for Student Data will not apply to previously collected Student Data without appropriate School authorization where required by law or agreement. This Policy was last updated on November 10, 2026.
24. Contact Us
Questions about this Policy or UM Foundation’s privacy practices may be directed to:
UM Foundation
Attention: Privacy / REX Student Data Privacy
181 N. Saltair Avenue, Los Angeles, CA 90049
Email: customerservice@theumf.org
Phone: +1.310.476.9000
25. Definitions
“COPPA” means the Children’s Online Privacy Protection Act and its implementing regulations, as amended.

“De-identified information” means information that does not identify and is not reasonably linkable to a particular student, teacher, parent, school, or district, taking into account technical, contractual, administrative, and legal controls.
“FERPA” means the Family Educational Rights and Privacy Act and its implementing regulations, as amended.
“Parent” means a parent or legal guardian of a student.
“Personal Information” means information that identifies or can reasonably be linked to an individual, including information protected under FERPA, COPPA, California student privacy laws, or other applicable privacy laws.
“REX” means UM Foundation’s AI-led instructional platform and related educational services, applications, tools, dashboards, reports, integrations, support, and documentation.
“School” means a school, school district, charter school, private school, microschool, or other educational organization where K-12 or secondary or post-secondary.
“Service Provider” or “Subprocessor” means a third party that provides hosting, infrastructure, AI model processing, analytics, security, support, communications, or other services to UM Foundation for REX and that is subject to written obligations designed to protect Student Data.
“Student Data” means Personal Information and education-record information relating to a student that is provided to, collected by, generated through, or otherwise processed by REX in connection with school-authorized educational use. Student Data may include student account data, class/teacher/school data, student work, instructional responses, AI feedback, progress, assessment, usage, and technical data.
“User” means an authorized student, teacher, administrator, parent/guardian, school staff member, or other individual who accesses or uses REX.


